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Anatomy of an Energy-Harvesting Computer
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A Bug in an Intermittent Program

main {
  while (TRUE) {

 m, n = get_last_two_elements(fib_list)
    append_element(fib_list, m + n)
  }
}

Source Code: fibonacci.c
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Debugging an Intermittent Program

Option C
log events on device

Option A
JTAG debugger

Option B
Oscilloscope
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Debugging an Intermittent Program

JTAG

gdb>
WISP

Option C
log events on device

Option A
JTAG debugger

Option B
Oscilloscope

Hides bugs
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Debugging an Intermittent Program
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Option C
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Our main contribution is the design and implementation of EDB, an energy-
interference-free debugger for intermittent energy-harvesting platforms.



EDB: Energy-interference-free Debugger

Energy-harvesting
device

EDB
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● off board
● on board
● in silicon
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EDB Capabilities

Passive

Trace energy level

Trace program events

Decode I/O messages
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Active

Save energy level 

Set energy level

Supply power

Mechanisms

EDB is energy-interference-free

Properties
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EDB Joins Energy and Program Events

EDB enables new debugging primitives

> break at line 42
> break at voltage 1.85V
> run
BREAKPOINT at line 42, V=2.05V

> continue
BREAKPOINT at line 64, V=1.85V

EDB console

Energy-aware
Watchpoints

Energy
Guards

I/O
Monitors

Keep-alive
Assertions

Energy State Program State

17



Outline

 Energy-harvesting devices

 Debugging intermittent programs

 Energy-interference-free Debugger (EDB)

 Evaluation: debugging with EDB

 Related work and conclusion
●  

18



Evaluation Roadmap

 Case studies: applying EDB to debugging tasks

● (I) Zero-cost instrumentation
● (II) Keep-alive assertions
● (III) I/O monitoring

 Quantifying energy-interference

● Leakage current
● Save-restore resolution
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Evaluation Case-Study (I):
Zero-cost Instrumentation

 Program: generate a list of Fibonacci values

main:

  while True:
    append(list, value)

broken_fibonacci.c
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Evaluation Case-Study (I):
Zero-cost Instrumentation

 Program: generate a list of Fibonacci values

 Problem: invalid values observed on harvested energy
●

main:

  while True:
    append(list, value)

broken_fibonacci.c

1 1 2 3 8
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Evaluation Case-Study (I):
Zero-cost Instrumentation

 Program: generate a list of Fibonacci values

 Problem: invalid values observed on harvested energy
●

 Approach: add an invariant check

main:

  while True:
    append(list, value)

broken_fibonacci.c

  for value in list:
 assert(value is valid)

n
i
 = n

i-2
 + n

i-1

1 1 2 3 8

} invariant check on reboot
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Evaluation Case-Study (II):
Keep-Alive Assertions

main:

 while True:
   append(...)
   

broken_fibonacci.c
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Evaluation Case-Study (II):
Keep-Alive Assertions

main:

 while True:
   append(...)
   assert(...)

broken_fibonacci.c
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EDB keep-alive 
assert brings the 
familiar primitive to 
energy-harvesting 
platforms.

Assert
failed

Interactive
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Diagnosis strategy
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Evaluation Case-Study (III):
Monitoring of RFID I/O
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EDB I/O monitor
enables protocol
debugging.
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Messages that reached the device

Energy state



Evaluation Roadmap

 Case studies: applying EDB to debugging tasks

● (I) Zero-cost instrumentation
● (II) Keep-alive assertions
● (III) I/O monitoring

 Quantifying energy-interference

● Leakage current
● Save-restore resolution
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Evaluation: Energy-interference:
Worst-case Leakage Current

Energy Level 
Sense & Set

Program Event 
Monitoring

EDB-Target
Interop

I/O
Monitoring

I
leak 

≤ 850 nA
⋍ 0.4% of min. MCU current
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Save to 1.8V, tether at 2.3V, restore to 1.8V

Evaluation: Energy-interference:
Save-Restore Accuracy

∆V error

EDB saves and
restores energy
level with a finite
precision, limited
by hardware.

 ∆V = 54 mV ≋ 4% of energy capacity on WISP device (47µF)
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Conclusion
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Energy-interference-free Debugger (EDB) is the 
first system to bring advanced debugging capabilities 

to intermittent energy-harvesting platforms.

http://intermittent.systems/




